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AI  Inflection Point
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Choosing the right 
infrastructure for AI

Considerations for optimal 
balance based on business 
needs:

• Performance
What compute resources are needed 
to meet your quality-of-service 
targets?

• Complexity
What level of infrastructure 
complexity is your organization ready 
for?

• Security
How business critical is the AI task 
and what security governance is 
required?

• Scale
What are your plans for scaling and 
needs for flexibility in the future?

Deployment Options

Run AI on Intel Xeon
• Traditional AI
• Small Language Models

CPU 
with AI built-

in 

GPU
or Accelerator 

GPU

GPU

GPU

GPU

Use Intel Xeon as host CPU 
for large AI systems

• Small Language Models with 
low latency, high concurrency

• Large Language Models
• AI Training

GPU

GPU

Deploy Intel Xeon with GPUs 
for Agentic AI workloads

• Enterprise AI agents at scale
− Determine optimal CPU:GPU ratios 

to avoid idle resources

− Use Intel Xeon for model co-serving
to achieve maximum efficiency

Heterogenous



55

Agentic AI Example: Software Code Generation Agent
Recommended ratio of CPUs and GPUs depends on Agentic AI workflow analysis

CPU
Tasks

Agentic AI  
Coding Agent

Load data and 
build prompts

Sandbox 
execution 
and analysis

Code 
generation

Coding agent workflow

GPU
Tasks

du
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on

 in
 s
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ds

Coding Agent
Pipeline task duration totals

Model Size Change Example Ratio

8 B 
parameters

More CPU 
needed

1.4 CPUs (120C) 
to 1 GPU

70 B 
parameters Baseline 1 CPUs (86C) 

to 1 GPU

405 B 
parameters

Less CPU 
needed

0.8 CPUs (68C) 
to 1 GPU

Recommended CPU:GPU Ratios
based on Intel white paper

Source:  Intel White Paper: Agentic AI Requires More CPUs

https://www.intel.com/content/www/us/en/content-details/916705/agentic-ai-requires-more-cpus.html


Sovereign  
Confidential AI
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Confidential Computing on Red Hat and Intel

Sensitive Data
Trusted Workload Software

Trusted Admins

Untrusted Software | Cloud Stack | Cloud Admins

Protecting data in-use

Isolation
Hardware-based separation of the TEE from underlying software, 
admins, and other cloud tenants

Encryption and Control
Workload owner holds key to decrypt data, retaining control 
and preventing access by cloud provider or other entities

Verification
Cryptographic confirmation that TEE is genuine, correctly 
configured, and software is exactly as expected

Trusted Execution Environment (TEE)

Out-of-the-box experience using Red Hat OpenShift Sandbox with Attestation service
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Agentic AI in 
Red Hat AI Platform
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Governance and security from metal to agents

Inf erence Data Agents

P latf orm

Fast, flexible and 
efficient inferencing

Connecting data to 
models and agents

Scale AI agents with 
governance and control

Run any model or agent on any infrastructure! 
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AI dedicated experiences

Develop and  Deploy R eliably

AgentOps with Red Hat AI (The Hard Parts of AI) 
Bridge the gap between experimental AI to Agents in production 

Observability Tracing Evaluation Safety/Security Registry (govern)Catalog 
(curate)

Lifecycle MgtIdentity/access

What is it: A unified approach for 

managing the full lifecycle, security, and 
performance of AI agents and their tools

Why it matters: Provides operational 

rigor to reliably move agents from 
experimentation to production

● MLFlow 3.10+ 

● Log traces and visualize them 
including tool calls (3.4)

● OpenTelemetry compatibility

● Datasets curation + Scoring with 
Eval-hub and MLFlow

● SPIFFE/SPIRE for trusted 
workload (agent) identity

● Agent Sandboxing assuming 
agents unsecure by default

● Agent to tools governance (MCP 
Gateway)

E nf orce Identity/ Access C ontrolO bserve, T race, E valuate

● The same Cloud-native principles 
repurposed for agentic workloads

● Agent safety, guardrails,and red 
teaming (Nemo, Garak, etc)

● Deploy on various footprints
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AI Agent 
Hijacking 
Attacks
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Agentic AI with Intel 
Xeon and vLLM CPU 
on RHOAI 3.5



Red Hat Strategic Framework 2.2

Private Banking Agentic Demo / Scenes
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Red Hat AI - S ecuring Agents with O penS hell and Intel T DX

MCP 
GW



Red Hat AI - S ecuring Agents with O penS hell and Intel T DX

MCP 
GW

Trying to exfiltrate 
creds

Trying to access a 
protected site

Trying to read a 
(encrypted) memory dump
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Red Hat and Intel:  The Path from AI Pilot to Production

Red Hat
Open MLOps & AgenticOps  
container Platform for ML, 
DL, LLM/SLM & Agentic AI

Intel
Flexibility: Open, vendor 
agnostic SW stack with 
multiple HW  options & 

solutions

Together, Red Hat and Intel cut through complexity with a curated, validated, 
and fully integrated multi-cloud stack built for Agentic AI at scale

Model 
throughput Latency Efficiency Cost Operational 

control Security



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Thank you
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