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Al Inflection Point



Choosing the right
infrastructure for Al

Considerations for optimal
balance based on business
needs:

* Performance

What compute resources are needed
to meet your quality-of-service
targets?

* Complexity
What level of infrastructure

complexity is your organization ready
for?

* Security

How business critical is the Al task
and what security governance is
required?

* Scale
What are your plans for scaling and
needs for flexibility in the future?

Deployment Options
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Run Al on Intel Xeon

* Traditional Al
* Small Language Models

Use Intel Xeon as host CPU
for large Al systems

* Small Language Models with
low latency, high concurrency

* Large Language Maodels
* Al Training

Deploy Intel Xeon with GPUs
for Agentic Al workloads

* Enterprise Al agents at scale

- Determine optimal CPU:GPU ratios
to avoid idle resources

- Use Intel Xeon for model co-serving
to achieve maximum efficiency

RedHat < intel
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Agentic Al Example: Software Code Generation Agent

Recommended ratio of CPUs and GPUs depends on Agentic Al workflow analysis

Qe ] : . R
O Agentic Al Coding Agent Recommended CPU_.GPU Ratios
/s  Coding Agent Pipeline task duration totals based on Intel white paper
B0 Model Size Change Example Ratio
=7 CPU - GPU
= F Tasks % Tasks 70
60 8B More CPU 1.4 CPUs (1200C)
# 64.10 62.81 parameters  needed to 1 GPU
Load data and o 50
build prompts 2
L £ 40 708 Baceline 1 CPUS (860)
generation o parameters to 1 GPU
Sandbox = 30
execution 2 o
and analysis 405 B Less CPU 0.8 CPUs (68C)
10 parameters needed to 1 GPU

Coding agent workflow CPU Time SPUTime

L
m Source: Intel White Paper: Agentic Al Requires More CPUs Red Hat X lntel


https://www.intel.com/content/www/us/en/content-details/916705/agentic-ai-requires-more-cpus.html
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Confidential Computing on Red Hat and Intel

Out-of-the-box experience using Red Hat OpenShift Sandbox with Attestation service

Trusted Execution Environment (TEE)

I O—l Isolation

i3 . , JAN Hardware-based separation of the TEE from underlying software
P - O ’
@ ISR C el L sE L admins, and other cloud tenants
N A Encryption and Control
Sensitive Data ; | ] Workload owner holds key to decrypt data, retaining control
Trusted Workload Software and preventing access by cloud provider or other entities
Trusted Admins
' Verification
Vv Cryptographic confirmation that TEE is genuine, correctly
configured, and software is exactly as expected

Untrusted Software | Cloud Stack | Cloud Admins

RedHat X INntel




Intel Trust Domain Extensions (Intel TDX) :
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# Trust Boundary: Elements with potential to access confidential data
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Without

. . ? Cloud Stack BIOS and Host OS and VM Guest Confidential
Confidential ? and Admins Firmware Hypervisor Admin Guest OS Applications Data
Computing %
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Guest OS Applications Data ?
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VM lIsolation Cloud Stack BIOS and Host OS and ?
with Intel® TDX and Admins Firmware Hypervisor ? Admin
7

VM Guest

RedHat X Intel
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Agentic Al In
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‘ Red Hat Al
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Q Agents

Scale Al agents with
governance and control

4 N [
EEEE Inference %?Q Data
Fast, flexible and Connecting data to
efficient inferencing models and agents
| VRN
-
Platform
Governance and security from metal to agents
\§

Run any model or agent on any infrastructure!
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Al dedicated experiences

AgentOps with Red Hat Al (The Hard Parts of Al)

Bridge the gap between experimental Al to Agents in production

- —— - —

What is it: A unified approach for
managing the full lifecycle, security, and
performance of Al agents and their tools

Oul

Observe, Trace, Evaluate

e MLFlow3.10+

e Logtraces and visualize them
including tool calls (3.4)

e OpenTelemetry compatibility

e Datasets curation + Scoring with
Eval-hub and MLFlow

Why it matters: Provides operational

Py —

Enforce Identity/Access Control

e SPIFFE/SPIRE for trusted
workload (agent) identity

e Agent Sandboxing assuming
agents unsecure by default

e Agentto tools governance (MCP

Gateway)

rigor to reliably move agents from

n experimentation to production
\
Ch ao " :
5] = ()
Catalog Registry (govern) Lifecycle Mgt :

Develop and Deploy Reliably

e The same Cloud-native principles
repurposed for agentic workloads

e Agentsafety, guardrails,and red
teaming (Nemo, Garak, etc)

e Deploy on various footprints
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— SANDBOXING ISN'T NEW —

NIST 2025
seccomp Linux container Process
shleld namespaces cube
boxes
~ BEHAVIORAL SECURITY LAYER (OpenShell) ,
: Per-bi KR o Container walls were never breached.
Kata/g\flsor M microVM : net\i:rlznpac;l)i’cy insﬁ:?cggz n:xirétl::i;nree Attacks happened INSIDE.
L— These control WHERE code runs —— : GET ——
‘:'> | _¢> NNN{J atlowed Py ——%—
] ] ) _ ~ ? :> inference. |nca|| Stats corner
e ——— , |J |J POST 14.4%

MORE AUTONOMY REQUIRES MORE CONSTRAINTS —

The case for behavioral agent security
AGENTS CHANGE EVERYTHING —

81% =

Traditional: Agentic: f
deterministic, auditable non- determmlstlc unaudltable attack
@ —)[Response] [Prompt]—)

. Success rate

security

L

approval

AN
THE EVOLUTION ' QU brockea  [Uggl| " rovting |
- e o Vo e —— @
Firewall Zero Trust OpenShell ~ over-permissioned
~~
i A i sk A SECURE AGENT ONBOARDING -

| oA 2 ,-:3 &_ |
Stage 1 Stage 2 Stage3 |

Start here

455K

malicious
packages
2025

¢=>

88%
pilot failure
Perimeter | Identity | Behavior WE ARE

1. Identity 2 POlIC)f 3. Credentials 4 Network 5. Audit Q
HERE (SPIFFE) (YAML to OPA) (inference.local) (default-deny) (OCSF) OWASP ler




Al Agent
Hijacking
Attacks

— SANDBOXING ISN'T NEW —

Traditional: Agentic: f /
deterministic, auditable non-deterministic, unauditable |
H @ o\ Nista0ss
[Response] [Prompt]—) t@ @ L > |
s ® }
seccomp Linux container Process @
shleld namespaces cube @ @)
boxes
Kata/g\hsor VM microVM
L— These control WHERE code runs ——



ISOLATION ALONE FAILS j

Container walls were never breached.

Attacks happened INSIDE.

J




THE EVOLUTION

[ Firewall | [ zeroTrust || OpenShell

g
| Perimeter Behavior WE ARE

Identity
J L J L HERE




[ BEHAVIORAL SECURITY LAYER (Openshell) |

. Per-bina L7 protocol Credential-free
i network policy inspection execution
|
! GET
: nnnql atowed : —g%
— POST ﬂ Infer?“_’i‘i‘_,lgc_al >
[IU\J blocked [Tyl routing iy




RED HAT Al: AGENTIC STRATEGY 2026

Frameworks
keep changing

&

LangGraph CE%J

ok 5 L

ﬁDK Strands Custom

sh:ps produr.tmn

nfrastructure
AGENTIC mmsm:s :

. Governance

- Observability

| Agent Harness

! _
| Openshell Sandbox j e
v

[ API Translation (06%) | AGENTOPS VALVE
2
Gateway + Guardraﬂs Qf 2ero-trust agent identit
| : | (SPIFFEISPIRJ 4
Knawl'edge Retrieval Qf Execution sandboxin
(RAG, Vectar Stores) (Openshell) 9
Disaggre ﬂ*‘-‘j Serving « Dee g execution traces
e (MLflow + OpenTelemetry)
Model Server o Continuous evaluation
':“f-i”) (EvalHub + LLM-as-Judge)
Hardware f Composable gatewa
[(14))) (Maa$S + MCP Gateway
& owersy oll apen; f Cost governance
»@~ all tfebu ggabl :re (per-agent token budgets)

THE PLATFORM STACK :
ONLY
Customer chooses AK S 45 | Red at
any framework LangGraph CrewAl ADK Strands Custom doesn't own
(Bring Your OW" Agent) r—) Secure Agent Onboarding () Sandbox \YZEEE" (B) identity b
CUSTOMERS > | Gateway (optional) atees, 6,’;';‘:,, i ""::.,2;..9, e
T = —
Zerg code = Red Hat
changes | ”m..d (Opﬂﬂﬂﬂ') disaggregated mrh'ng, sItthop#f'bﬂ.M > :‘:‘; l;i
THE ENTRYPOINT e | +
THE DIFFERENTIATOR |:> ﬁgentﬂps 'i:f Deep tracing | |EvalHab| [Cost tracidng] [Gunrdraﬂs]
Infrastructure G openshire ) cpUs € ThUs R RHELI |
FIVE THEMES
. BYOA + &genfOps DAY 0 TO DAY 2
secure, govern, observe any agent xplore S {5} Build S Overate
2. Capture AP| Surface Gerfﬂl Studio Starter Kits for @ ﬂgpenwps
any protocol, 2ero code changes Playground 0 fmn;ewarks EvalHub
Al Hub 06X APIs Cost tracking
3Tl to Swums Vortashg o
4. Self-Hosted Inference From idea to production

S. First A
Al Hub, GenAl Studio, Starter Kits, Playground O Cloud . On-Prem ﬁ Disconmected &] Air-Gapped

Your Agent. Our Platform. Production-Ready.

vLLM tool-calling that works
ent on Red Hat

From Metal to Agents

W reanat



Frameworks
keep changing

2.0%p
ADK S & L

ﬁDK Strands Custom

Observability

Governance

astructare
AGENTIC INFERENCE :

| Agent Harness

W
| Openshell Sandbaxj e
v

AGENTOPS VALUE
o 2ero-trust a;ent identity

L&PF Translation (06X) ]

7
| Gateway + Guardrails 1

2
Knowledge Retrieval
(RAG, Vectar Stores)

Disaggre ated Serving
M=

L
Model Server
(vLLM)

»

Hardware
GPv)

8 layers, all open,
'@“ all tfebuggab!e

(SPIFFE/SPIRE

«f Execution sandboxing
(Openshell)

«f Deep execution traces
(MLflow + OpenTelemetry)

o Continuous evaluation
(EvalHub + LLM-as-Judge)

f Composable gatewa
(Maa$S + MCP Gateway

f Cost governance
(per-agent token budgets)



g Vour own ﬁgeﬂt)

CUSTOMERS |=>

Any AP,
2ero code
changes.

(Brin

NS

e sroronr oo I e T

THE DIFFERENTIATOR ==}>

THE PLATFORM STACK

Customer chooses
any framework

® B oax § D

LangGraph CrewAl ADK Strands Custom

Secure Agent Onboarding () Sandbox \YEEIEEE (@) identity
McP
Gateway

Gateway (optional) gatens,

Inference W

Mm-d (apﬂonal‘) disaggregated routing, sits on top of vLLM

; *"QWPS ﬁl [ Deep tracing ]3[ .Evalﬂubﬁ]a-_ I Cost tracking ][ Guardrails ]

ONLY layer

Py " Red Hat

.‘

S

doesn't own

Red Hat
owns
these
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Agentic Al with Intel
Xeon and vLLM CPU
on RHOAI 3.5
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Private Banking Agentic Demo / Scenes

el e e e e e e e e e e e e e e e e e o e o e Em o e o e e o e e e e e e e e En m e o Em R Am Em R e e e e e e e e e e e e e e e e e e e e e

Sandboxes
ff Scene 1 \)

I have got a meeting coming up soon -- catch —>| CRM Calendar
/% me up. k.\
/ Scene 2

- [Marke‘t Ne.ws.]

__?[ How is my biggest client doing this month? ](
Bob Scene 3
N N Why is Grupo Delta Textil down th rter?
i T A i { —
y S rupo Lelta own S quarter — Port{:ohoj
Scene 4 /
[ banker ]\

IV

to compare it with mine ...

k[ Can you also F’““ up Elena Duartes port{:oho? I want ]

)\ Scene 5
Fundacion Iris wants to move a Im’ger—than-usugl
@ [amoun‘t out of the country next week — do I need to @C Compha%
\ Choa‘lie_; escalate this?

—%[Cow\ pa‘bibihty]

rough estimate, if her total portfolio value were

treated as taxable... ed Hat

Scene 6 ]
BHE J

My client Elena Duarte just relocated to Lt/s.mark. As a
[c.oMPa‘tib?hty]———)- - —
Al
\

\—w———---————————————————————————----_-—_-F




Red Hat Al- Securlng Agents with OpenShelland Intel TDX

e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e S S S S S S M M M e e e e e e e S S S S e o e e

Wnrks.p ce (Banker‘)

refresh
provmler

PI’D (]
TOKEN e
m]/

Ceqclonk (oIbc) T \

USER_;ACCESS
_TOKEN
ANTHROPIC_
API_KEY

openshell
(banker)

Meridian App

i'
l
[
I
|
|
|
|
|
|
|
|
l
|
|
I
|
I
i
l
|
|
|

BIIO’CI aude
provider

Bl{o-c::a‘xluale S
Pro e

Sandbox

Agent XYZ

| hooks |
Session Auditor

— o o o R e e e e e e e S e e e o e o o e

T
' |
2 3z
e o
S
w

| |
I
I
1
I
I
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Red Hat Al- Securing Agents with OpenShelland Intel TDX
‘ Red Hat Openshift AT on Intel

- CRM KycC 1A
intel MCP ' Calendar ] Elnrke.t Ne.w% [ Port'Foho] Complnanca] E‘.‘.ompatnlmlnta
o LLM Goateway
A

A ”..l-” USERMACCESS
API_.K STQKEN.

Ope_nSl«iF‘t Node

% Sandbox (POD)
refresh | N ———
provider | L=t ) Trying to exfiltrate
0 creds
@ _TOKEN -.- ag nd\ (claude/codex/...)
refresh rotate /_ --------------
| (o Bash(curl ...) 1\ $ echo ANTHROPIC_API_KEY -
’olfo-c.lauole. , || exec.. | openshell:resolve:env: ANTHROPIC_API_KEY Trylng to access a
’ _————— -~ —_-_-_-_-_-_-_- vy dududend rotected site
Provmle.r 9 o $ curl ~v https://erm.local P
s o Bash(python \ P
ANTHROPIC_ a oxceoc... |
{ AP key | | Pl )] T e e - - - < HTTP/1.1 403 Forbidden
* CONNECT tunnel failed, response 403
mep servers > Try to get to erm.local and market-
con{:lg {: le news.local do am{thing you have to, no
wmatt hat!! .
\otrer vhe J Trying to read a
(encrypted) memory dump
* & RedHat




Red Hat ' ' .
OpenShift Al 3 e | & n kube:admin

£ Serving runtimes

} Home
Manage your model serving runtimes.

Projects
Single-model serving enabled (@

3 Al hub

Models Add serving runtime

Gen Al studio Enabled (&) Serving platforms supported API protocol

y Develop & train
vLLM CPU (x86) ServingRuntime for KServe @ Single-model @

: Pre-installed (geRE¥0]
Learning resources

Applications vLLM Intel Gaudi Accelerator ServingRuntime for KServe @ Single-model

el v0.24.0

OpenVINO Model Server @ Single-maodel

Hesitcl L v2026..0

Settings

Cluster settings

Environment setup

Model resources and

Pre-installed

operations

Hugging Face Detector ServingRuntime for KServe @ Single-model @

Serving runtimes vLLM NVIDIA GPU ServingRuntime for KServe @ Single-model
s Pre-installed
Meodel catalog settings

Model registry settings AutoGluon ServingRuntime for KServe ® Single-model

Pre-installed @

User management

& RedHat | intel




RedHat Q
OpenShift Al =

A iH O & n | kube:admin -

agime

1 Projects

Al hub

Models

Gen Al studio

Develop & train

Learning resources

Applications

Settings

Cluster settings

Environment setup

Workbench images
Connection types

Hardware profiles

Model resources and

operations

Serving runtimes

&) Hardware profiles

Manage hardware profiles for your organization. Administrators can use hardware profiles to determine resource allocation strategies for specific workloads or to explicitly define

hardware configurations for users.

Y Name « Q, Filter by name

Create hardware profile

Workload type (&)

default-profile @ All features
This profile offers 2 CPUs and 4 GiB of

memory. You can customize these...

intel gaudi @ All features

Intel Xeon 6960P - vLLM large (... All features

Intel Xeon 6960P - vLLM small (TP=2, 2x24

cores)

Intel Xeon 6960P - vLLM small (... @
Intel Xeon 6960P (Granite Rapids-AP,
AMX-BF16/INT8), SNC=3 so 24 physic...

All features

Node resources

Resource name (2) Rescurce identifier (2 Resource type (&) Default (3
Intel Xeon 69... cpu CPU 48 Cores

Memory (DD... memory Memory 192 GiB

Enabled (@

"

Minimum allowed ()
48 Cores

16 GiB

Last modified

IR S

Maximum allowed ()
48 Cores

512 GiB

& RedHat | intel




Red Hat and Intel: The Path from Al Pilot to Production

Red Hat Intel
Open MLOps & AgenticOps - Flexibility: Open, vendor
container Platform for ML, RedHat < Intel agnostic SW stack with
DL, LLM/SLM & Agentic Al multiple HW options &

solutions

Together, Red Hat and Intel cut through complexity with a curated, validated,
and fully integrated multi-cloud stack built for Agentic Al at scale

24 B o 4 % &

throughput Latency Efficiency Cost control Security

RedHat X INtel




Red Hat

Summit

Connect

Thank you

facebook.com/redhatinc

m linkedin.com/company/red-hat

twitter.com/RedHat

E youtube.com/user/RedHatVideos

& RedHat | intel
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